Wazuh icin Custom Rule

Amac

Unknown user or bad password. 5 dakikada ayni kullanici adi ve sifre icin bu hatayi aliyorsak bunu
bir mail ile ilgililere bildirmek.

Adimlar

1. EventlID ile iliskili Rule'u bulmaca (rule'un yaninda 0580-win-security rules.xml 'e bak
RulelD=60122)

Rules (1) [J Manage rules files @ Add new rules file M Export formatted @ Refresh

From here you can manage your rules.

search: 60122 x Custom rules

D Description Groups Regulatory compliance Level File Path

authentication_failed, PCIDSS | GPG13 | HIPAA | GDPR | NIST 80053 | TSC
60122 Logen failure - Unknown user o bad password. windows, TRE
windows_security

5 0580-win-security_rules.xml ruleset/rules

Rows per page: 15 v

2. Bu Rule'u notepad veya benzeri bir alana kopyala
3. /var/ossec/ruleset/rules/0580-win-security rules.xml dosyasini a¢. 60122 ID li kurali bul.

Nano ile ~w kullanabilirsiniz.

<rule id="60122" level|="5">
<if_sid>60105</if_sid>
<field name="win.system.eventID">"529%$|"4625%$</field>
<options>no_full_log</options>
<description>Logon failure - Unknown user or bad password.</description>
<mitre>

<id>T1078</id>

<id>T1531</id>

</mitre>

<group>authentication_failed,gdpr_IV_32.2,gdpr_IV_35.7.d,gpgl3 7.1,hipaa_164.312.b,nist 800 53 AC.7,nist_8
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00_53_AU.14,pci_dss_10.2.4,pci_dss_10.2.5,tsc_CC6.1,tsc_CC6.8,tsc_CC7.2,tsc_CC$

</rule>

4, Custom Rule'larin ID leri 100.000 ile 120.000 arasi olmasi gerekiyor. Bu nedenle 3 ncl
adimda kopyaladigimiz Rule da ID yi degistir. Orn=1000001 yap.
Asagidaki gibi olmahdir

<group name="custom rules">
<rule id="100001" frequency="2" timeframe="300" level="10" overwrite="yes">
<if_sid>60105</if_sid>
<field name="win.system.eventID">"529%$|"4625%$</field>
<options>no_full_log</options>
<description>Logon failure - Unknown user or bad password(HM).</description>
<mitre>

<id>T1078</id>

<id>T1531</id>

</mitre>

<group>authentication_failed,gdpr_IV_32.2,gdpr_IV_35.7.d,gpg13_7.1,hipaa_164.312.b,nist 800 _53 A
C.7,nist 800 53 AU.14,pci_dss 10.2.4,pci_dss_10.2.5,tsc_CC6.1,tsc_CC6.8,tsc_CC7.2,tsc_CC$
</rule>

</group>

Not: Rule Id satirindaki frequncy (300 saniye de 2 kez olursa) ve level parametrelerini
eklemeyi unutma!!!
5. wazuhu yeniden baslat.

sudo systemctl restart wazuh-manager
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