Custom Rule Icin Alert
Olusturma

Amac

Yeni olsturdugumuz custom rule icin alert tipi tanimlama.

Adimlar

/var/ossec/etc nano ossec.conf ile gir. email_alert_level 10 yap.

<alerts>
<log_alert_level>3</log_alert_level>
<email_alert_level>10</email_alert_level>

</alerts>

Mail gonderilecek adresi yaz. rule_id'yi custom rule'a verdigin ID yap.

<email_alerts>
<email_to>it-helpdesk@solviads.com</email_to>
<rule_id>100001</rule_id>

<do_not_delay />

</email_alerts>
~x ile ¢cik ve cikarken kaydetmeyi unutma.
sudo systemctl restart wazuh-manager servisi yeniden baslat.

wazuh discover a gir. Custom ID filtrele sonucu gor.
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16001 input.type: log agent.ip: 10.18.8.2 agent.name: CLD-SLVe2 agent.id: 063 manager.name: wazuh-server data.win.eventdata.subjectlogonId: exe
eventdata.ipAddress: 192.168.1.222 data.win.eventdata.authenticationPackageName: NTLM data.win.eventdata.workstationName: CLD-SLV@1

eventdata.subStatus: @xce@@esca data.win.eventdata.logonProcessName: NtlmSsp data.win.eventdata.targetUserName: fw-admin data.win.eventdata.keyLength: @

.eventdata.subjectUsersid: S-1-8-8 data.win.eventdata.processId: 8x@ data.win.eventdata.lpPort: 61858 data.win.eventdata.failureReason: %%2313
.eventdata.targetDomainName: SOLVIADS.local data.win.eventdata.targetUserSid: S-1-8-8 data.win.eventdata.logonType: 3 data.win.eventdata.status: Bxc8pE@@6d

1688601
eventdata.ipAddress: 192.168.1.222 data.win.eventdata.authenticationPackageName: NTLM data.win.eventdata.workstationName: CLD-SLV@1

input.type: log agent.ip: 16.10.8.2 agent.name: CLD-SLV2 agent.id: 083 manager.name: wazuh-server data.win.eventdata.subjectLogonId: exe

eventdata.subStatus: BxcP@B8AA6a data.win.eventdata.logonProcessName: NtlmSsp data.win.eventdata.targetUserName: fw-admin data.win.eventdata.keylength: 8
eventdata.subjectUserSid: S-1-8-8 data.win.eventdata.processId: @x8 data.win.eventdata.ipPort: 61856 data.win.eventdata.failureReason: %%2313
eventdata.targetDomainName: SOLVIADS.local data.win.eventdata.targetUserSid: S-1-B-8 data.win.eventdata.logonType: 3 data.win.eventdata.status: @xc@@eeecd

input.type: log agent.ip: 16.18.8.2 agent.name: CLD-SLV@2 agent.id: @83 manager.name: wazuh-server data.win.eventdata.subjectlogonId: exe

eventdata.ipAddress: 192.168.1.222 data.win.eventdata.authenticationPackageName: NTLM data.win.eventdata.workstationName: CLD-SLVel

.eventdata.subStatus: @xc@eeeasa data.win.eventdata.logonProcessName: NtLmSsp data.win.eventdata.targetUserName: fw-admin data.win.eventdata.keyLength: @

eventdata.subjectUserSid: S-1-8-@ data.win.eventdata.processId: @xe data.win.eventdata.ipPort: 61843 data.win.eventdata.failureReason: %%2313
eventdata.targetDomainName: SOLVIADS.local data.win.eventdata.targetUserSid: $-1-@-@ data.win.eventdata.logenType: 3 data.win.eventdata.status: @xce@eeesd

108601 input.type: log agent.ip: 10.10.8.2 agent.name: CLD-SLVE2 agent.id: 683 manager.name: wazuh-server data.win.eventdata.subjectLogonId: exe
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