Basit Yuk
Dengeleyici islemleri

Bu kategoride basit bir ylk dengeleme konfiglrasyonu icin gerekli adimlari bulabilirsiniz

o Ornek topoloji

e Gercek Sunucu tanimi

e Servis Grubu tanimi

e Sanal Servis tanimi

e Sertifika YOnetimi

o New Persistency tanimi

o XFF yada x forwarded for tanimlari

e Nat pool tanimi




Ornek topoloji

Sistemlere giden yUlkleri dengelemek icin, eger servis ssl iceriyorsa asagidaki adimlar icerir

1. YUku karsilayacak gercek sunucularin adres ve port tanimlari

2. Gercek sunuculardan olusan havuzu ifade eden servis grubu tanimi

3. Ssl trafigini karsilayabilmek ve ssl terminasyonu yapmak icin gerekli sertifikalarin iceriye
alinmasi ve ilgili sertifika template in tanimi

4. Gelen http isteklerinin hep ayni sunucuya goénderilmesi icin persistency tanimi

5. Ozellikle nat pool tanimi yapildiginda. kaybolan clientlarin ip adreslerini http header
kismina koymak icin gerekli tanimin yapilmasi

6. Servisi karsilamak icin gerekli ve son tanimlarin bir arada toplanarak yapildigi Virtual
server, yani sanal servis tanimi

Bu islemlerin sonucunda asagidaki gibi bir topolojiyi kurgulamis olursunuz.

Cloud1

192.168.10.20
ApacheServerl-Port80

Virtual IP : 5.5.5.5

Switchl

INTERNET
51.51.51.0/24

1.1.1.0/30 Al0-LoadBalancer

Nat pool : 192.168.10.50-55 /24

Server Groups: 192.168.10.21
Member; Serverl-Server2 -
--->>> 0.0.0.0/0 default gateway port 80 ' ApacheServer2-port80

Serverl-port80
Server2-port80

Load Balancer method :
Round Robin
x-forwarded-for // insert client source ip
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Gercek Sunucu tanimi

Kendi networkiimtzde yer alan gercek fiziksel veya sanal sunucularimizi ADC-SLB-Servers menusu

altindan

ekleyebiliriz.

EADC | Q@oGsiB

Global ~ Session

Resource Usage

n  «§ Shared Objects @ Log

vThunder 5.2.0-p1, build 38

ual Ses s Senice Groups | Servers | Policy Limits  Application

ADC | SLB | Servers o

Search for Name Tags | Al v Qsearch | OReset  Refresh Cear | ©Enable  ©Disable = @Delete | + Create

Connections Requests Bytes
O status Name Tags 1P Address Health Monitor Statistics Details Actions
Current Total  Peak  Total Success Forward Receive
[m] [+] SERVER-1 192.168.10.20 Default 0 17 [] 0 0 36KB GOKB Stats Charts. Edit Clone
[m] [+] SERVER-2 192.168.10.21 Default o 16 o 0 0 39KB 189KB Stats Charts Ecit Clone

Total 2 ftems, Items per page: 25

Sag Ustten Create adimi altinda Server ekleyebilir ve ilgili eklenilen Server'a port tanimi yapabiliriz.

& ®ws O @ O

@ Log

A10 @ Dashboard | ERADC @ GSle U Secuity [ESAAM G CGN @B Nework & System & Shared Objects

Global ~ Session

tal Severs  Vinual Services  Service Groups | Servers | Policy Limits  Application
ADC | SLB | Servers | Update
Update Server
Name * SERVER-1
Type Pva 1Pv6 FQDN
Host* 192.168.10.20
Action Enable
Disable Health Check O
Health Monitor
Connection Limit 64000000
No Logging O

Advanced Fields

Yapilan Konfigurasyonun CLI ¢iktisi

slb server SERVER-1 192.168.10.20
[port 80 tcp

!

slb server SERVER-2 192.168.10.21
(port 80 tcp

Resource Usage

vThunder 5.2.0-p1, build 38

-}

Port
[
(] Port / Port Range Protocol Weight Conn Limit Health Check Conn Resume Actions
e (] 80 tcp 1 64000000 Default Edit

asagidaki gibidir.
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Servis Grubu tanimi

Gui araciligl ile gercek sunuculari gruplamak tzere servis grubunun tanimlanmasi

A10 ADC cihazimizda Servis grubu tanimi yapmak icin ilgili cihazimizda ADC-SLB -Service Groups

tabi altindan tanim yapabiliriz.

ces | Service Groups  Servers  Policy Limits  Appic

ADC | SLB | Service Groups

Search for Name Tags | Al ~ | Qsearch || CReset
Connections
(] Status Name Tags Type Algorithm
Current Total  Peak Success
[m] [+] SERVERS =] cp Round Robin 0 33 0
©  SERVER1 80 0 17 0
©  SERVER2 80 0 16 0

Requests

Bytes

In

249KB
60537
189392

ou up
T5KB 2
36074
39537

Servers

Down

0

VThunder 5.2.0-p1, build 38

("]
< Refresh Clear | MDelete | + Create
Statistics Actions
Disabled Total
] 2 Stats  Charts Edit Clone
Stats

Stats

Total Litem, Items per page: 25

Create butonu ile 6nceden ekledigimiz server'larimi burada olusturdugumuz Servis Gruplarina

baglayabiliriz.

ADC /| SLB | Service Groups | Create

Create Service Group

Name *
Protocol Tcp
Algorithm Round Robin
Strict Select [m]

Health Check Disable o

Health Monitor

Advanced Fields

yukaridaki degisikligin show ciktisi

slb service-group SERVERS tcp
backup-server-event-log
health-check ping
member SERVER-1 80
member SERVER-2 80

Status

No items to display.

asagidaki gibidir.

Name

Port

Member

Priority

vThunder 5.2.0-p1, build 38

(-]

Actions

Cancel | | |
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Sanal Servis tanimi

Servis grubunu ve/veya templateleri baglamak icin virtual slb server tanimi

A10 ADC cihazimizda Virtual Service olusturup buna gdére ilgili bir destination IP servisini dinleyip
buna gelen paketleri istedigimiz Servis grubuna yoénlendirebilir ve bu trafik Gzerinde istedigimiz gibi
manipulasyon yapabiliriz.

Siraslyla A10->>ADC->>SLB->> Virtual-Service ;
@ 7.5analservis tanimi-Mi x B Lab-172.21.21.159 x +

<« C 1 A Givenlidegil | 172.21.21.159/qui/#/slb/virtual_service/?page=18&items=25 & % .

- B X

@ Log

A10 & Dashi Eac Q@osie Ds ESAAM QCGN @ Network & System & Shared Objects
Vi vThunder 5.2.0-p1, build 38

virtual Servers | Virtual Services SIS Policy Limits ~ Application ~ Global ~ Session  Resource Usage

ADC | SLB | Services (2]
Virtual Server v || Search Tags | All ~  QSeach | O Reset  Refresh Clear | ©Enable  ©ODisable  @Delete |+ Create
Connections Requests Bytes
O status Virtual Server Tags  Port/Port Range Protocol  IP Address Statistics Actions
Current  Total Peak Success  Total in out
BW-Lists
0O © vrsonp VIP 80 hitp 5555 [} 34 0 0 0 249KB  90KB Stats Edit Clone

Total 1 ftem, ltems per page: 25

Virtual Servis olustururken, istersek olusturugumuz bir nat pool'unu bu servise baglayabiliriz.

Olusturdugumuz bir HTTP Headerini bu servise baglayip trafigi istedigimiz gibi manipule edebiliriz.
. . & ¥s @B OO

VThunder 5.2.0-p1, build 38

rual Servers | Virtual Services | Service Groups ~ Servers  Policy Limits ~ Application  Global o Resource Usage
ADC | SLB / Services | Update (-]
Update SLB Service

Virtual Server Name * VP

Virtual Service Name VIP_80_http

Address 5555

Protocol * HTTP -

Port or Port Range * 80

Connection Limit 64000000

Action Enable ~

Support HTTP2 =]

Source NAT Pool Local-Pool ¥

Source NAT Auto =]

Precedence =]

IP-RR o

Source NAT Use CGNv6 =]

Reply Acme Challenge [m}

Service Group SERVERS hd

Template TCP v [Add+

Template DNS v |Add+

Template Client SSL ~|Add+

Template Server SSL «|Add+

Template Cache ~|Add+

Template HTTP X-forwarded «|add+

Persist Type Oestination P O'ssLsip O Source IP

Persist Type O Destination 1P O Source P C Cookie

Persist Type Oestination P OssLsip Osourcelp O Cookie

Template Persist Destination IP v |Add+

Template Persist Destination IP v [Add+

Template Persist SSL SID «|Add+

Template Persist Source IP ~|Add+

Template Persist Source IP v |Add+
~|Add+

Template Persist Cookie

Yukandaki degisikliklerin show ciktisi asagidaki gibidir.

slb virtual-server VIP 5.5.5.5
port 80 http
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name VIP_80_http

source-nat pool Local-Pool
service-group SERVERS

template persist source-ip Sticky-Local

template http X-forwarded



Sertifika Yonetimi

Cihaza sertifika yukleme silme ve degisiklik islemleri Decryption veya ssl-offload islemleri icin
cihaza sertifikalar yiklememiz gerekebilir.

Bu islem icin asagidaki adimlari izleyebilirsiniz.

Sertifika ekleme

1. Logon olduktan sonra ADC -> SSL Management ekranina geciyoruz

O & https://172.21.23.215/qui/#/dashboard/

A10 @ Dashboard = ADC @ GSLE W security [ES Aam & ceN @ Network  #F System @ Shared Objects <@ Log

System ADC CGN  ServicliislRs]

Health Monitors

Dashboard System

Templates

i= system Info @ Realtime Memory Usage | Data CP
Product Type: CEW 55L Management
vThunder 3.2.1-p3, b 0 s
HD Primary: “ o
ACOS: 3.2.1-p3, b o % ,/’
GUI: 5.2.1-p3-3. -
HD Secondary IP Source NAT '_\
ACOS: 3.2.1-p3, b T g
GUI: 5.2.1-p3-3. Statistics
0%
= Device Info @ Control CPU |#* Data CP
CPU Count/Status: /Al ok
2. Import butonuna tikliyoruz

A10 @ Dashboard | BHADE | @cslB U Scouity EEAAM G CGN @ Network &% System  ®8 Sharcd Objects @ Log B2
SSL Certificates | Cert Revocation List  Expiration Email  CMP Certiicates ACME Certificates  SSL Cert Pinning vThunder 5.2.

ADC | SSL Management | SSL Certificates
Search for Certificate Name Q search C Reset < Refresh fiDeiete | Create I

3. Certtificate opsyionunu secip sertifikaya bir isim veriyoruz bu ismi kopyalamay!
unutmayin, dizenli gérinmesi icin key adiminda da ayni ismi kullanacagiz.

Import SSL Certificate

File Name * [ testgovtr

mport * - Ocemncae Oy O cormeateanaxey
Import Certificate from * @Local ORemote O Text
@ sSL Certificate O CA Certificate
PEM v
—————p» [ Browse... | Nofile selected
Overwrite Existing File ]

4. Bu adimda da yine importa bastiktan sonra bu sefer key opsiyonunu secip sertifika
adiminindaki isimle ayni ismi veriyoruz.
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ertificates  SSL Cert Pinning vThunder 5.2.

SSL Certificates | Cert Revocation List  Expiration Email ~ CMP Certificates  ACME

ADC | SSL Management /| SSL Certificates | Import

Import SSL Certificate

File Name * ——® | testgour
Import * Q certificate @ key O certificate and Key
Import Key from * @®Local ORemote O Text

Private Key Source * No file selected.

Overwrite Existing File [m]
Secured [m]

Cancel

5. Sertifika ve key inin birbirlerine uygun sekilde géruntilendigine emin oluyoruz.

0 testt.com — certificate/key *festt.com Mikronet GMBH Jan 13 0

9:43 2023 GMT IC=DE/ST=Munich/L=Immenstady/O=Mikronet GMBH/OU=IT/CN=" test1.com/emailAddr.

O default_ca_bundie CA-Certificate  GlobalSign Root CA  GlebalSign nv-sa 2028 GMT /C=BE/O=GlobalSign nv-sa/OU=Root CAICN=GlobalSign Root CA



https://books.netdev.com.tr/uploads/images/gallery/2022-11/image-1668003054923.png
https://books.netdev.com.tr/uploads/images/gallery/2022-11/image-1668003068158.png

New Persistency tanimi

Load Balancer cihazimizda disaridan gelen istekleri source-ip header'ina bakilarak senaryo veya alt
yapimiza gdre ayni source ip'ye sahip istekleri sirekli ayni server'a yénlendirmek isteyebiliriz.
Bunun icin 6ncelikle Persistence template'i hazirlayip bu template i ilgili virtual servis' e
baglamamiz gerekiyor. Sirayla SLB-Template-Persistence altina gidiyoruz. Ardindan Persistence
altinda source-ip' ye gore template olusturuyoruz.

- B X

@ Cocie D

& ¥ 0 B @ O

@ 4, Persistency tanimi-Mi x [ Lab-172.21.21.159 x @ (3)MajneonxDenizC « x | [ Load Balancernedirven: x | +

& %

ef2page=1&i

< C Y A Givenlidegil | 172.21.21.159/qui/#/adc

QceN @ Network ¥ System 3 Shared Objects @ Log

vThunder 5.2.0-p1, build 38

Application | Persistence

(-]

ADC | Templates | Persisten

Search for Name I ~| Tags | Al ~| | Qsearch C Reset CRefresh | [ Delete | 4= Create

[m] Tags Type Total Configured Items Actions

Total 0 ftem, ltems per page: 25

& ws ® B0 O

vThunder 5.2.0-p1, build 38

SLB  Application | Persistence | L4 Protocols L7 Protocols  SSL Gener

ADC | Templates | Persistence

Search for Name Type | Al ~|Tags | Al ~|| Qsearch || CReset  Refresh

[m} Name Tags Type Total Configured Items

Total |

Source Ip template Detaylarini ekliyoruz.

Create Persist Source IP Template

Name *
Dont Honer Conn Rules

Enforce Higher Priority

Hash Persist

Include Destination IP

Include Source Port

Match Type

Timeout(minutes) 5
Netmask 255.255.255.255
1P6 Netmask 128

Bu asamada

0 Delete

(-]

+Create |

Persist Cookie
Persist Destination IP
Persist Source IP
Persist SSL SID

caet | [0

olusturdugumuz Persiste Source IP template'ini virtual servise baglamamiz gerekiyor.
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ADC->>>SLB->>>Virtual Services ilgili daha énceden olusturulan Virtual Service i editleyip ilgili
template baglamamiz gerekiyor.

VThunder 5.2.0-p1, build 38

Viriual Services

ADC | SLB | Services (]
Virtual Server v || Search Tags | Al ~ | Qseach  CReset < Refresh Clear | @Enable  ©Disable @ Delete ||+ Create
Connections Requests Bytes
O staws Virtual Service Virtual Server Tags Port | Port Range Protocol 1P Address Statistics Actions
Current Total Peak Success Total In Out
0O © VviPsontp vIP 80 hitp 5555 0 34 [ [ 0 249KB  90KB  Stais Edit Clone

Total Litem, ltems per page: 25

Virtual Servers | Virual Services  Service Groups  Servers  Policy Limits  Application  Global  Session  Resource Usage PTIE  E FTE e

ADC | SLB / Services | Update (-]

Update SLB Service

Virtual Server Name * vip
Virtual Service Name VIP_80_nip

Address 5555

Protocol * HTTP hd

Port or Port Range * 80

Connection Limit 64000000

Action Enable e
Support HTTP2 a

Source NAT Pool Loca-Pool v
Source NAT Auto =]

Source NAT Use CGNvé [m}

Reply Acme Challenge (m]

Service Group SERVERS ] Addr
Template Cache v jpad+
Template HTTP X-forwarded pddt
Persist Type Obpestinationip ® source P O Cookie

Template Persist Source IP [ Sticky-Local v Jadd+

Advanced Fields

(]

(+]

Templates

cancel m

Yukaridaki degisikliklerin show ciktisi

slb template persist source-ip Sticky-Local
!
slb virtual-server VIP 5.5.5.5
port 80 http

name VIP_80_http

source-nat pool Local-Pool

service-group SERVERS

template persist source-ip Sticky-Local

template http X-forwarded
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XFF yada x forwarded for
tanimlar

saklanan client ip nin header icinde iletimi

Load Balancer cihazimiz disaridan gelen istegi iceriye alirken NAT yapiyor olabilir.Bu durumda
default olarak disaridan gelen talebin orjinal source IP bilgisi iceriye gonderilen paketin icerisinde
yer almayacaktir.Bu durumda orjinal source ip imizi kaybetmis olacagiz.Bunu énlemek ve orjinal
source ip header'ini pakete eklemek icin L7 Template olusturup, bu olusturdugumuz template'de
""" Client IP Header Insert """ fonksiyonunu acmamiz gerekiyor.

EAc Qose y QCGN @ Network &% System 8 Shared Objects & ws 0 @ O

vThunder 5.2.0-p1, build 38

SLB  Applicatior 4 Profocols | L7 Protocols | SS

ADC | Templates | L7 -]
Search for Name Type| Al ~ Tags | Al v/ | Qsearch C Reset CRefresh | [jDelete | = Create ~
(m] Name Tags Type Total Configured ltems Actions
O X-forwarded HTTP 1 Edit

Total 1 tem, Items per page: 25

SLB  Appicaion Persistence L4 Protocols | L7 Protocols | SSL General vThunder 5.2.0-p1, build 38

ADC | Templates | L7 (-]

Search for Name Type| Al v Tags | Al ~ | QsSearch | CReset CRefresh | fiDelete | 4 Create ~

O Name Tags Type Total Configured ltems Diameter
TcP Proxy
DNS

DNS over HTTPs

O X-forwarded HTTP

Total
FIX

FTP
Policy

HTTD

HTTP Policy
siP

smpp
sMTP
IMAP POP3
REQMOD
RESPMOD
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Update HTTP Template

General Fields e
Name * X-forwarded
Default Charset UTF8 v
Failover URL
Host SwitchinglURL Switching @ Host Switching O URL Switching
Host Swiitching +Add
Switching Type Match String Service Group Action
URL Switching +add
Switching Type Match String Service Group Action
Client IP Header Insert
Header Name
Replace Existing header
Client Port Header Insert o
Client Port Header Name:
Client Port Header Replace o
Log Retry o
Bypass Non-HTTP traffic o
Bypass Service Group v
Request Timeout (seconds) 1120 number
Retry ~
Value 3
Strict Transaction Switch o
Logging Template v
Terminate HTTP 1.1 Client when request has Connection: close o
URL Hash Persist o
Offset
Hash Choice First v
First
Last
t1ea Saniar Srate -

Ardindan bu olusturulan Layer 7 Template'i ilgil virtual-service baglamamiz gerekiyor. ADC-SLB-
Virtual Services

VThunder 5.2.0-p1, build 38

Virual Servers | Virtual Services | Service Groups  Servers  Policy Limits  Application  Global  Session  Resource Usage
ADC | SLB | Services [-]
Virtual Server v Search Tags | Al ~|| Qsearch C Reset 5 Refresh Clear © Enable O Disable 0 Delete =+ Create
) Connections Requests Bytes ) )
O status Virtual Service Virtual Server Tags  Port/Port Range Protocol P Address Statistics Actions
Current Total Peak Success Total In out
0O © Vvir_sohip VIP 80 hitp 5555 0 34 0 0 0 249KB  90KB  Stais Edit Clone

Total Litem, ltems per page: 25

Yukaridaki degisikliklerin show ciktilari asagidaki gibidir.

slb template http X-forwarded

insert-client-ip replace

slb virtual-server VIP 5.5.5.5
port 80 http
name VIP_80_http
source-nat pool Local-Pool
service-group SERVERS
template persist source-ip Sticky-Local

template http X-forwarded
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Nat pool tanimi

YUk dengeleyiciler, varsayilan ag gecidi -default gateway- olmadiklarinda, erismeye calistiklari
sunucularin, trafigi kendilerine geri gonderebilmeleri icin, erisim talebi yaparken, kaynak adreslerini
degistirirler.

Nat Pool olustururken ADC->>>Ip Source Nat kismina gidiyoruz.

@ 1.Gergek sunucutanimi - x [ Lab-172.21.21.159 x 4+ - B X

< C Y A Givenlidegil | 172.21.21.159/gui/#/adc/templates/l7/2page=1&items=25 & .

& ¥s O B 00O

£ Sysem =& Shared Objects

@ Log

VThunder 5.2.0-p1, build 38

ADC | Templates | L7 & -]

Search for Name I v Tags | Al v | Qsearch © Reset CRefresh | [ Delete | 4= Create
[m] Tags Type Total Configured Items Actions
O x-forwarded HTTP 1 Edit

Total 1 ftem, Items per page: 25

Create kismindan yeni NAT poolumuzu olusturabiliriz.

EFAAM Q@ CON & Network #F System & Shared Objects @ Log & wWs O @ 0
IPv4Pools | IPvGPools  Groups ACLBind  NATInterfaces  NATRange  Static NAT ~ NAT Global  Tempiates vThunder 5.2.0-p1, build 38
ADC IP Source NAT 1Pv4 Pools o
Search for Name Q, Search  Reset Refresh | [Delete |+ Create
[m] Pool Name Start Address End Address Netmask Gateway Scale out Device ID VRID IP-RR Port Usage Total Used Total Freed Failed
0 Loca-Pool 192.168.10.50 192.168.10.55 124 0.0.0.0 defauit 1 o 28 o o

Total 1ftem, ltems per page: 25

A1u @ Dashboard | BRADC @ GSLB U Secuity @S AAM & CGN @b Network %¥ System & Shared Objects @ Log & wWs O @ O
IPv4Pools | IPv6Pools  Groups ACLBING NATInterfaces NATRange  StaticNAT NAT Global Templates vThunder 5.2.0-p1, build 38
ADC | IPSource NAT | [Pv4Pools | Create -]

Create IPv4 Pools

Name *
Start Address *

End Address *

Netmask *

Gateway

VRID ~
Scaleout Device ID

IP-RR Oenavle O pisavle

Ardindan bu yaptigimiz NAT pool tanimini ADC-SLB-Virtual Services altinda ilgili Virtual Service' e
baglamamiz gerekiyor.
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Virual Services | Service Groups ~ Servers  Policy Limits  Application  Global  Session  Resource Usage

ADC | SLB / Services | Update

Update SLB Service

Virtual Server Name * vIP

Virtual Service Name VIP_80_http

Address 5555

Protocol * HTTP

Port or Port Range * 80

Connection Limit 64000000

Action Enable

Support HTTP2 (]

Source NAT Pool Local-Pool

Source NAT Auto (]

Precedence [m}

IP-RR 0

Source NAT Use CGNv6 (]

Reply Acme Challenge =]

Service Group SERVERS

Template TCP

Template DNS

Template Client SSL

Template Server SSL

Template Cache

Template HTTP X-forwarded

Persist Type Opestination P OssLsiD - O source IP
Persist Type O pestination P O Source P O Cookie
Persist Type Oestinationip OssLsip O sourceip O Cookie

Template Persist Destination IP
Template Persist Destination [P
Template Persist SSL SID
Template Persist Source IP
Template Persist Source IP

Template Persist Cookie

Yukaridaki degisikligin show ciktisi asagidaki gibidir.

ip nat pool Local-Pool 192.168.10.50 192.168.10.55 netmask /24
slb virtual-server VIP 5.5.5.5
port 80 http
name VIP_80_http
source-nat pool Local-Pool
service-group SERVERS
template persist source-ip Sticky-Local

template http X-forwarded

VThunder 5.2.0-p1, build 38

v ada+
~ |Add+
v Jada+
« Add+
~ add+

v JAdd+

w Add+
v Add+
~ Add
~Add+
« Add+

~ add+
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